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UNIT-2 

MOBILE TELECOMMUNICATION 

SYSTEM 

 INTRODUCTION TO CELLULAR SYSTEM 
 

• Wireless communication technology in which several small exchanges (called cells) 

equipped with low-power radio are interconnected through a central exchange 

• As a receiver (cell phone) moves from one place to the next, 

o Its identity, location, and radio frequency is handed-over by one cell to another 

without interrupting a call 
 

 
Features 

 

• Higher capacity, higher number of the users 

o Cellular systems can reuse spectrum according to certain patterns 

o Each cell can support a maximum number of users 
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• Mobile devices use less power than with a single transmitter or satellite since the cell 

towers are closer 

• Larger coverage area than a single terrestrial transmitter 

o Additional cell towers can be added indefinitely and are not limited by the horizon 

• Support user localisation and location based services 

o Less transmission power needed 

o Smaller cells also allow for less transmission power 

 BASIC CELLULAR SYSTEMS 
 

The two basic cellular systems are 
 

• Circuit-switched system 

• Packet-switched system 

 CIRCUIT-SWITCHED SYSTEM 

Circuit switching requires a dedicated physical connection between the sending and 

receiving devices. 

Example 
 

Parties involved in a phone call have a dedicated link between them for the duration of 

the conversation. When either party disconnects, the circuit is broken, and the data path is  

lost. This is an accurate representation of how circuit switching works with network and data 

transmissions. 

The sending system establishes a physical connection, and the data is transmitted 

between the two. When the transmission is complete, the channel is closed. 
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 PACKET-SWITCHED SYSTEM 

 
Each packet is assigned source and destination addresses. Packets are required to have 

this information because they do not always use the same path or route to get to their intended 

destination. Packets can take an alternative route if a particular route is unavailable for some 

reason. 
 

 
 COMPARISON BETWEEN CIRCUIT-SWITCHED SYSTEM AND PACKET- 

SWITCHED SYSTEM 

 

FEATURES CIRCUIT SWITCHING PACKET SWITCHING 

Orientation Connection oriented Connectionless 

Purpose Initially designed for Voice 

communication 

Initially designed for Data 

Transmission 

Flexibility Inflexible, because once a path is 

set all parts of a transmission 

follows the same path 

Flexible, because a route is 

created for each packet to travel 

to the destination 

Order Message is received in the order, 

sent from the source 

Packets of a message are 

received out of order and 

assembled at the destination 
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Technology/ 

Approach 

Circuit switching can be achieved 

using two technologies, either 

Space Division Switching or 

Time-Division Switching 

Packet Switching has two 

approaches Datagram Approach 

and Virtual Circuit Approach 

 
Layers 

 
Circuit Switching is implemented 

at Physical Layer 

 
Packet Switching is 

implemented at Network Layer 

 
Resource 

 
Resource reservation is the feature 
of circuit switching because path 

is fixed for data transmission. 

 
There is no resource reservation 
because bandwidth is shared 

among users. 

 
Wastage 

 
Wastage of resources are more in 
Circuit Switching 

 
Less wastage of resources as 
compared to Circuit Switching 

 
Reliability 

 
More reliable 

 
Less reliable 

 GENERATIONS OF TELECOMMUNICATION SYSTEMS 
 

• 1G (first generation) 

o Voice-oriented systems based on analog technology 

o Example 

 Advanced Mobile Phone Systems (AMPS) 

 Cordless systems 

• 2G (second generation) 

o Voice-oriented systems based on digital technology 

o More efficient and used less spectrum than 1G 

o Example 

 Global System for Mobile (GSM) 

 US Time Division Multiple Access (US-TDMA) 
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• 3G (third generation) 

o High-speed voice-oriented systems integrated with data services 

o Example 

 General Packet Radio Service (GPRS) 

 Code Division Multiple Access (CDMA) 

• 4G (fourth generation) 

o Sill experimental, not deployed yet; 

o Based on Internet protocol networks and will provide voice, data and 

multimedia service to subscribers 

 GSM 
 

• Formerly: Groupe Spéciale Mobile 

o Founded in 1982 

• Now: Global System for Mobile Communication 

o With the specification of Pan-European standard (ETSI, European 

Telecommunications Standardisation Institute) 

o Most successful digital mobile telecommunication system 

o Second generation cellular system 

• Primary goal 

o Provide a mobile phone system that allows users to roam throughout Europe and 

provides voice services compatible to ISDN and other PSTN systems 

• Characteristics 

o Provide voice services and data delivery using digital modulation 

 GSM SERVICES 
 

GSM has defined the following three different categories of services 

 
• Tele-services 

• Bearer Services 

• Supplementary services 
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Reference model 
 
 

 

MS-Mobile Station TE 

PLMN – Public Land 

Mobile Network 

PSTN 

Telephone Network

 

• MS connected to GSM-PLMN via

• GSM-PLMN is connected to transit network (PSTN or

• The transit network is connected to source/destination

 
 TELE SERVICES 

 

• Focus on high quality voice

• Comprises 

o Encrypted voice transmission

o Message services 

o Basic data communication

• Voice related services offered by GSM

o Mobile telephony 

 Offers the traditional bandwidth of 3.1
 

 Goal of GSM 
 

 Provide high-quality

3.1 kHz of analog phon
 

o Emergency number 

 Common number used by

TE – Terminal MT – Mobile Termination

PSTN – Public Switched 

Telephone Network 

ISDN – Integrated Services 

digital Network 

PLMN via Um interface 

connected to transit network (PSTN or ISDN) 

connected to source/destination network 

Focus on high quality voice-oriented tele services via mobile phones 

transmission 

communication 

Voice related services offered by GSM 

Offers the traditional bandwidth of 3.1 kHz 

quality digital voice transmission with the typical 

3.1 kHz of analog phone systems 

Common number used by all 

Mobile Termination 

Integrated Services 

 bandwidth of Aru
na

i E
ng

in
ee

rin
g 

Col
le

ge



 

 

 Mandatory for all providers with free of charge 
 

 Has highest priority - preempts other connections 
 

 Automatically setup with closest emergency center 
 

o Multi Numbering 

 Several ISDN phone numbers per user possible 
 

• Additional services (Non-VoiceTeleservices) 

o Short Message Service (SMS) 

 Offers transmission of messages of up to 160 characters 
 

 Also transfers logos, ring tones, horoscopes and love letters 
 

 Do not use the standard data channels of GSM 
 

 Used for the following applications 
 

 Displaying road conditions 
 

 E-mail Headers 
 

 Stock quotes 
 

 Used to reach a mobile phone from within the network 
 

 Used for updating mobile phone software or for implementing so-calledpush 

services 

o Enhanced Message Service (EMS) 

 Successor of SMS 
 

 Offers transmission of 
 

 Messages up to 760 characters 
 

 Formatted text, 
 

 Animated pictures 
 

 Small images 
 

 Ring tones 
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o Multimedia Message Service (MMS) 

 Offers the transmission of 
 

 Larger pictures (GIF, JPG, WBMP) 
 

 Short video clips 
 

o group 3 fax 

 Fax data is transmitted as digital data over the analog telephone network 

according to the ITU-T standards T.4 and T.30 using modems 

 BEARER SERVICES 

• Telecommunication services to transfer data between access points 

o R and S interfaces 

 Provide network independent data transmission from end device to mobile 

termination point. 

o U interface 

 Provides the interface to the network (TDMS, FDMA, etc.) 
 

• Types 

o Transparent bearer services 

 Use the functions of the physical layer to transmit data 
 

 Has a constant delay and throughput if no transmission errors occur 
 

 To increase transmission quality using Forward Error Correction (FEC) 
 

 Do not try to recover lost data 
 

 No error control of flow control, only FEC 
 

o Non-transparent bearer services 

 Use protocols of layers two and three to implement error correction and flow 

control 

 Use the transparent bearer services in addition to radio link protocol (RLP) 
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o Protocol comprises 

 Mechanisms of High-Level Data Link Control (HDLC) 
 

 Selective-reject mechanisms to trigger retransmission of erroneous data 
 

 Error control, flow control 
 

• Different data rates for voice and data (original standard) 

o Voice service (circuit switched) 

 Synchronous: 2.4, 4.8 or 9.6 Kbps. 
 

o data service (circuit switched) 

 Synchronous: 2.4, 4.8 or 9.6 kbit/s 
 

 Asynchronous: 300 - 1200 bit/s 
 

o data service (packet switched) 

 Synchronous: 2.4, 4.8 or 9.6 kbit/s 
 

 Asynchronous: 300 - 9600 bit/s 

 

 SUPPLEMENTARY SERVICES 
 

• Provides services in addition to the basic services 

• Important services 

o User identification 

o Call forwarding(or Redirection) 

o Automatic call-back 

o Conferencing with up to 7 participants 

• ISDN features 

o Closed user group 

o Multiparty communication 
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 GSM SYSTEM ARCHITECTURE 
 

• GSM is a Public Land Mobile Network (PLMN) 

Subsystems of GSM Architecture 
 

• Radio SubSystem (RSS) 

• Network and Switching Subsystem (NSS) 

• Operation SubSystem (OSS) 

Types of Interface 
 

• A interface    

o Makes the connection between the RSS and the NSS 

o Based on circuit-switched PCM-30 systems (2.048 Mbit/s), carrying up to 30 64 

kbit/s connections 

• O interface    

o Makes the connection between the RSS and the OSS 

o Uses the Signalling System No. 7 (SS7) based on X.25 carrying management data 

to/from the RSS 

• Um interface    

o Makes the connection between the BTS and MS 

o Contains all the mechanisms necessary for wireless transmission 

• Abis interface    

o Makes the connection between the BTS and BSC 

o Consists of 16 or 64 kbit/s connections 
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 RADIO SUBSYSTEM (RSS) 
 

• RSScomprises all radio specific entities 

o Base Station Subsystem (BSS) 

 Contains many 
 

• BSSs which are controlled by a BSC 

• BTSs 

 Performs all functions necessary to
 

• Maintain radio connections to an MS 

• Coding/decoding of voice 

• Rate adaptation to/from the wireless network part 

o Base Transceiver Station (BTS) 

 Comprises all radio equipment necessary for radio transmission 
 

• Radio Equipments 

o Antennas 

o Signal processing 

o Amplifiers 

• Form a radio cell or several cells using sectorized antennas 

o Cell can measure between some 100 m and 35 km depending on the environment 

 Buildings 
 

 Open space 
 

 Mountains etc. 
 

o Base Station Controller (BSC) 

 Manages the BTSs 
 

 Reserves radio frequencies 
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 Handles the handover from one BTS to another within the BSS 
 

 Performs paging of the MS 
 

 Multiplexes the radio channels onto the fixednetwork connections at the A 

interface 

o Mobile Station (MS) 

 Comprises all user equipment and software needed for communication with a 

GSM network 

 MS consists of user independent 
 

• Hardware 

• Software 

• Subscriber Identity Module (SIM) 

o Stores all user-specific data that is relevant to GSM 

o Only emergency calls are possible without SIM 

 International Mobile Equipment Identity (IMEI) 
 

• Used to identify the MS 

• Used to personalize any MS using the SIM 

o User-specific mechanisms like charging and authentication are based on the SIM 

o Device-specific mechanisms like theft protection are based on IMEI 

 SIM card contains 
 

• a personal identity number (PIN) 

o Used to unlock the MS 

o Using the wrong PIN three times will lock the SIM 

• aPIN unblocking key (PUK) 

o Needed to unlock the SIM 
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• an authentication key Ki 

• the international mobile subscriber identity (IMSI) 

• Card-type 

• Serial number 

• A list of subscribed services 

 MS stores dynamic information while logged onto the GSM system

• cipher key Kc 

• Location information 

o Temporary Mobile Subscriber Identity (TMSI) 

o Location Area Identification (LAI) 

 NETWORK AND SWITCHING SUBSYSTEM (NSS) 
 

• The “heart” of the GSM system 

• Connects the wireless network with standard public networks 

• Performs handovers between different BSS 

• Supports 

o Charging 

o Accounting 

o Roaming of users between different providers 

Switches and databases of NSS 
 

• Mobile services switching center (MSC)    

o High-performance digital ISDN switches 

o Used to set up connections to other MSCs and to the BSCs through A interface 

o Form the fixed backbone network of a GSM system 

o Connect to 
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 Fixed networks, such as PSTN and ISDN, using Gateway MSC (GMSC) 
 

 Public Data Networks (PDN), such as X.25, usingInterworking Functions 

(IWF) 

o Standard Signaling System No. 7 (SS7) 

 Used for handling all signaling needed for 
 

• connection setup, 

• connection release and 

• handover of connections to other MSCs 

 Features
 

• Number portability 

• Free phone/toll/collect/credit call 

• Call forwarding 

• Three-way calling etc 

o Performs all functions needed for supplementary services 

 Call forwarding 
 

 Multi-party calls 
 

 Reverse charging etc., 
 

• Home Location Register (HLR)    

o Database that stores all user-relevant information 

 Static information 
 

• Mobile subscriber ISDN number (MSISDN) 

• Subscribed services 

o Example 

 Call forwarding 
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 Roaming restrictions 
 

 GPRS 
 

• International mobile subscriber identity (IMSI) 

 Dynamic information
 

• Current location area (LA) of the MS 

• Mobile subscriber roaming number (MSRN) 

• Current VLR and MSC 

• Visitor Location Register (VLR)    

o Dynamic database that stores all important information needed for the MS users 

currently in the location area (LA) 

o If a new MS comes into an LA, 

 VLR is responsible to copy all that user’s relevant information from the HLR 
 

o Purpose 

 Avoids frequent HLR updates 
 

 Long-distance signaling of user information 
 

 OPERATION SUBSYSTEM (OSS) 

• Contains the necessary functions for 

o Network operation and 

o Maintenance 

Entities 
 

• Operation and Maintenance Center (OMC)    

o Monitors and controls all other network entities via the O interface 

o Management functions 

 Traffic monitoring 
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 Status reports of network entities 
 

 Subscriber and security management 
 

 Accounting and billing 
 

o Use the concept of telecommunication management network (TMN) 

• Authentication Centre (AuC)    

o Used to protect user identity and data transmission 

o Generates the values needed for user authentication in the HLR using 

 Authentication algorithms 
 

 Encryption keys 
 

• Equipment Identity Register (EIR)    

o Database for all IMEIs 

o Stores all device identifications registered for the network 

o Contains 

 List of stolen (or locked) devices (black list) 
 

 List of valid IMEIs (white list) 
 

 List of malfunctioning devices (gray list) 
 

o Used to 

 track handsets using IMEI 
 

 Block calls from stolen, unauthorized or defective mobiles 
 

 GSM PROTOCOL LAYERS FOR SIGNALING 
 

The figure shows the signaling protocols between 
 

• MS and BTS between Um interface 

• BTS and BSC between Abis interface 

• BSC and MSC between A interface 
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Protocol architecture for signaling 

MS and BTS between Um interface 

o The air interface is used for exchanges between MS and BTS 

o It is used for transmitting signals further 

BTS and BSC between Abis interface 
 

o This is a BSS internal interface linking the BSC and BTS and it has not been 

standardized 

o The Abis interface allows control of the radio equipment and radio frequency 

allocation in the BTS 

BSC and MSC between A interface 
 

o The A interface linking the BSC and MSC 

o The A interface manages the allocation of suitable radio resources to the MSs and 

mobile management 

GSM protocol layers 
 

• Mobility management (MM)    

o The MM layer is in-charge of maintain the location data, in addition to the 

authentication and ciphering procedures 
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• Communication Management (CM)    

o The CM layer consists of setting up call at the user request 

o  Its functions are call control, which manages the supplementary services 

configuration, short message services which provides point-to-point short message 

services 

• Radio Resource (RR)    

o The RR management layer is in-charge of establishing and maintaining a stable 

uninterrupted communication path between the MSC and MS over which 

signaling and user data can be covered 

o Handovers are part of the RR layer responsibility 

o Most of the functions are controlled by the BSC, BTS and MS though some are 

performed by the MSC 

o The RR layer is the part of the RR functionality which is managed by the BTS 

• Base Transceiver Station Management (BTSM)    

o The BTSM is responsible for transferring the RR information to the BSC 

Link Access Protocol for the ISDN D-Channel (LAPD): 
 

o Provides error free transmission between the BSC and MSC 

LAPDm: 

o It is a modified version of the LADP protocol 

o The layer two protocols are provided for by LAPDm over the air-interface 

o The main modification are due to the tight synchronization required in TDMA and 

it error protection mechanism required over the air-interface 

Base Station System Application Part (BSSAP): 
 

o The BSSAP is split into two parts the Base station system management 

application part(BSSMAP) and the direct transfer application part (DTAP) 

o The message exchanges are handled by SS7 
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SS7 

o Messages which are not transparent to the BSC are carried by the BSSMAP which 

supports all of the procedures between the MSC and the BSS that require 

interpretation and processing of information related to single calls and resource 

management 

 

 
o Signaling system no.7 is used for signaling between MSC and BSC 

o This protocol also transfer information between MSCs, HLR, VLR, Auc, EIR and 

MOC 
 

 GSM CONNECTION ESTABLISHMENT 

LOCALIZATION 

The localization is a process by which a mobile station is identified, authenticated and 

provided service by a mobile switching center through the base station controller and base 

Tran receiver either at the home location of the MS or at a visiting location.Mobile service 

providers, on the other hand will provide services to the user only after identifying the mobile 

station (MS) of the user and verifying the services subscribed to by the user or the services 

presently allowed to that MS.Localization mechanism of the GSM system fulfils both the 

requirement. GSM distinguishes explicitly between the user and the equipment. It also 

distinguishes between the subscriber identity and the telephone number. 

GSM deals with many addresses and identifiers. 
 

• Mobile Subscriber ISDN Number (MSISDN)    

o The MSISDN number is the real telephone number as is known to the external 

world. 

o MSISDN number is public information. 

o This is a number published and known to everybody. 

o In GSM a mobile station can have multiple MSISDN number 

• International Mobile Subscriber Identity (IMSI)    

o When registered with a GSM operator each subscriber is assigned a unique 

identifier. 

o The IMSIO is stored in the SIM card and secured by the operator. 
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o A mobile station can only be operated when it has a valid IMSI 

o The IMSI consists of several parts 

 3 decimal digits of mobile country code (MCC) 
 

 2 decimal digit of mobile network code (MNC) 
 

o Maximum 10 decimal digits of mobile subscriber identification number (MSIN) 

• Temporary Mobile Subscriber Identity (TMSI)    

o Temporary identifier assigned by a serving VLR 

o  It is used in place of the IMSI for identification and addressing of the mobile 

station 

o TMSI is assigned during the presence of the mobile station in a VLR. 

o  Thus, it is difficult to determine the identity of the subscriber by listening to the 

radio channel. 

o The TMSI is never stored in the HLR. 

o However, it is stored in the SIM card. Together with the current location are, a 

TMSI allows a subscriber to be identify uniquely 

• Mobile Station Roaming Number (MSRN)    

o When a subscriber is roaming in another network a temporary ISDN number is 

assigned to the subscriber 

o This ISDN number is assigned by the local VLR in charge of the mobile station 

o The MSRN has the same structure as the MSISDN 

Calling 
 

There are different methods and protocols are used for establishing connection and 

maintaining communication in calling to and from mobile devices in a GSM network. The 

various types of calls handled by a GSM network are: 

o Mobile originated call (MOC) 

o Mobile Terminated call (MTC) 
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Mobile originated call (MOC) 
 
 

 

 

 

 

 

 

 

• Channel Request 

1,2: Connection request 
 

3,4: Security check 
 

5-8:check resources(free circuit) 

9-10: set up call 

 

o MS requests for the allocation of a dedicated signaling channel to perform the call 

setup 

• After allocation of a signaling channel the request for MOC call setup, included the 

TMSI (IMSI) and the last LAI, is forwarded to the VLR 

• VLR requests the AC via HLR for Triples (if necessary). 

• VLR initiates Authentication, Cipher start, IMEI check (optional) and TMSI Re- 

allocation (optional). 

• If all this procedures have been successful, MS sends the Setup information (number 

of requested subscriber and detailed service description) to the MSC. 
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• The MSC requests the VLR to check from the subscriber data whether the requested 

service an number can be handled (or if there are restrictions which do not allow 

further proceeding of the call setup) 

• If the VLR indicates that the call should be proceeded, the MSC commands the BSC 

to assign a Traffic Channel (i.e. resources for speech data transmission) to the MS 

• The BSC assigns a Traffic Channel TCH to the MS 

• The MSC sets up the connection to requested number (called party). 

Mobile Terminated call (MTC) 

 

 
1: Calling a GSM subscriber 

2: Forwarding call to GMSC 

3: Signal call setup to HLR 

4, 5: Request MSRN from VLR 

6: Forward responsible MSC to GMSC 

7: Forward call to current MSC 

8, 9: Get current status of MS 

10, 11: Paging of MS 

12, 13: MS answer 

14, 15: Security checks 

16, 17: Setup connection 
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Message flow for MTC and MOC 
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 GSM Security 
 

The SIM stores personal, secret data and is protected with a PIN against unauthorized 

use. 
 

Security Services 
 

• Access control and authentication 

o Authenticates the valid user for the SIM 

 User needs a secret PIN to access the SIM 
 

o Authenticates the subscriber 

 Based on a challenge-response scheme 
 

• Confidentiality 

o Encrypt all user related data 

 BTS and MS apply encryption to 
 

• Voice 

• Data 

• Signaling 

o Exists only between MS and BT 

• Anonymity 

o To provide user anonymity 

 Encrypt all data before transmission 
 

 User identifiers are not used in transmission 
 

 GSM transmits a temporary identifier (TMSI), 
 

• TMSI - newly assigned by the VLR after each location update 

• VLR can change the TMSI at any time 
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Algorithms specified in GSM 
 

1. A3 for authentication 
 

2. A5 for encryption 
 

3. A8 for key generation 
 

 AUTHENTICATION 
 

• Authentication is based on the SIM, which stores the user identification IMSI and the 

algorithm used for authentication A3 

• Authentication uses a challenge-response method 

• For authentication, the VLR sends the random value RAND to the SIM. 

• Both sides, network and subscriber module, perform the same operation with RAND 

and the key Kc 
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 ENCRYPTION 
 

• To ensure privacy, all messages containing user-related information are encrypted in 

GSM over the air interface. 

• After authentication, MS and BSS canstart using encryption by applying the cipher 

key Kc 

• MS and BTS can now encrypt and decrypt data using the algorithm A5 andthe cipher 

key Kc 

Advantages of GSM 
 

• Communication 

o Mobile, wireless communication 

o Support for voice and data services 

• Total mobility 

o International access, chip-card enables use of access points of different providers 

• Worldwide connectivity 

o One number, the network handles every location. 
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• High capacity 

o Better frequency efficiency, smaller cells, more customers per cell. 

• High transmission quality 

o High audio quality and reliability for wireless, uninterrupted phone calls at higher 

speeds (e.g., from cars, trains). 

• Security functions 

o Access control, authentication via chip-card and PIN 

Disadvantages of GSM 
 

• No end-to-end encryption of user data 

• Reduced concentration while moving 

• Electromagnetic radiation 

• High complexity of system 

• Several incompatibilities within the GSM standards 

 GENERAL PACKET RADIO SERVICE (GPRS) 
 

• Integrated with GSM 

• Improves and simplifies internet access 

• Transfers data packets from GSM mobile stations to external packet data networks 

• GSM vs GPRS 

o GSM – Uses a billing system based on the time of connection 

o GPRS – Uses a billing system based on the amount of transmitted data 

 Connection set up times are reduced 
 

 Get charged only for the amount of transmitted data 
 

• Enables new service opportunities 
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 GPRS Services 
 

• Point-to-point (PTP)service 

o Packet Transfer service between two users 

o Versions 

 PTP Connection Oriented Network Service (PTP-CONS) 
 

• Maintains the virtual circuit upon change of the cell within the GSM network 

 PTP Connectionless Network Service (PTP-CLNS)
 

• Supports application based on the Internet Protocol (IP) 

• Point-to-multipoint (PTM) service 

o Called as multicasting 

o Data transfer service from one user to multiple users 

o Types 

 Multicast PTM

 

 Group call PTM

 

• QoS profile 

o Determines 

 service precedence (high, normal,low) 
 

 reliability class 
 

 delay class 
 

 user data throughput 
 

• Delay 

o Introduced by external fixed network 

o Incurred by 

 channel access delay 
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 coding for error correction 

 transfer delays 

o Tries to forward packet as fast as possible 

• Security services 

o Authentication 

o Access control 

o User identity confidentiality 

o User information confidentiality 

 
 GPRS ARCHITECTURE 

• GPRS have 2 network elements called as GPRS Support Nodes(GSN) 

o gateway GPRS support node (GGSN) 

o serving GPRS support node (SGSN) 

Gateway GPRS Support Node (GGSN) 

• Interworking unit between GPRS network and external packet data networks (PDN) 

• Contains routing information for GPRS users 

• Performs address conversion 

• Tunnels data to a user 

• Connected to external networks via the Gi interface 

• Transfers packets to the SGSN via Gn interface 

Serving GPRS Support Node (SGSN) 

• Supports the MS via the Gb interface 

• Requests user addresses from the GPRS register (GR) 

o Keeps track of the individual MSs’ location 

o Stores all GPRS-relevant data 

• Responsible for collecting billing information 

• Performs access control 
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• In above figure packet data is transmitted from a PDN, via the GGSN and SGSN 

directly to the BSS and finally to the MS. 

Mobility management 
 

• Before sending any data over the GPRS network, an MS must attach to it 

• Attachment Procedures 

1. Assigns a temporal identifier, called a temporary logical link identity (TLLI) 
 

2. Assigns a ciphering key sequence number (CKSN) for data encryption. 
 

3. For each MS, GPRS context 
 

• Set up and stored in the MS and in SGSN 

• Comprises 

o MS status 

 Ready 
 

• Every movement of the MS is indicated to the SGSN 

 idle
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• all context is deleted 

 standby
 

• only movement across routing areas is updated 

o CKSN 

o Flag indicating if compression is used 

o Routing data 

 PROTOCOL ARCHITECTURE 

 

• All data is transferred using the GPRS tunneling protocol (GTP) 

 

• GTP can use two different transport protocols 

 

o Reliable TCP 
 

o Non-reliable UDP 
 

• Sub-network dependent convergence protocol (SNDCP) 

 

o Used between an SGSN and the MS 
 

o Adapt to the different characteristics of the underlying networks 
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• On top of SNDCP and GTP, 
 

o User packet data is tunneled from the MS to the GGSN and vice versa. 

• LLC is used for high reliability of packet transfer between SGSN and MS 

 

• Base station subsystem GPRS protocol (BSSGP) 

 

o Used to convey routing and QoS-related information between the BSS and SGSN 
 

• Radio Link Protocol (RLC) 

 

o Provides a reliable link 

o Used to transfer data over the Um interface 
 

End –to –End data transfer 

Steps: 

• TCP on top of IP tunnels the IP packets to the GGSN 

 

• GGSN forwards them into the PDN 

 

• PDNs forward their packets for a GPRS user to the GGSN 

 

• GGSN asks the current SGSN for tunnel parameters, and forwards the packets via 

SGSN to the MS 

• MSs are assigned private IP addresses which are then translated into global addresses 

at the GGSN 

Advantage: 
 

• Protects MSs from attacks 

 

Disadvantage: 
 

• Private addresses are not routed 
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 GPRS APPLICATION 
 

• Communications 

 

o E-mail 
 

o Fax 
 

o Unified messaging and intranet/internet access, etc. 
 

• Value-added services 

 

o Information services and games, etc. 

• E-commerce 

 

o Retail 
 

o Ticket purchasing 
 

o Banking and financial trading, etc. 

• Location-based applications 

 

o Navigation 
 

o Traffic conditions 
 

o Airline/rail schedules and location finder, etc. 
 

• Vertical applications 

 

o Freight delivery 
 

o Fleet management 
 

o Sales-force automation. 
 

• Advertising 

 

o Advertising may be location sensitive 

o Example 
 

 A user entering a mall can receive advertisements specific to the stores in that 

mall. 
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 GPRS ADVANTAGES 
 

• Allow broadcast, multicast and unicast services 

• Cheaper packet transfer for internet applications 

• Needs no connection setup prior to data transfer 

 GPRS Disadvantages 

• Needs additional hardware and software 

 Universal Mobile Telecommunication System (UMTS) 
 

• European proposal for IMT-2000 prepared by ETSI 

• Third generation cellular system 

• EDGE 

o EDGE - Enhanced data rates for global (or: GSM) evolution 

o Initial enhancement of GSM toward UMTS 

o Uses enhanced modulation schemes 

o Introduced incrementally offering some channels with EDGE enhancement that 

can switch between EDGE and GSM/GPRS 

• CAMEL 

o CAMEL stands for Customized Application for Mobile Enhanced Logic 

o New additions to GSM Besides enhancing data rates 

o Introduce intelligent network support 

 System supports for the creation of a virtual home environment (VHE) for 

visiting subscribers 

o GSMMoU (1998) provides many proposals covering 

 QoS aspects 
 

 Roaming 
 

 Services 
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 Billing 
 

 Accounting 
 

 Radio aspects 
 

 Core networks 
 

 Access networks 
 

 Terminal requirements 
 

 Security 
 

 Application domains 
 

 Operation and maintenance 
 

 Migration aspects 
 

• GMM 

o UMTS fits into a bigger framework developed in the mid-nineties by ETSI, called 

global multimedia mobility (GMM) 

 ETSI developed basic requirements for UMTS and for UTRA, the radio 

interface 

o GMM provides an architecture to integrate 

 Mobile and fixed terminals 
 

 Different access networks 
 

• GSM BSS 

• DECT 

• ISDN 

• UMTS 

• LAN 

• WAN 

• CATV 
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• MBS 

 Core transport networks
 

• GSM NSS+IN 

• ISDN+IN 

• B-ISDN+TINA 

• TCP/IP 

• ETSI selected two for UMTS 

o For the paired band (using FDD as a duplex mechanism) 

 ETSI adopted the W-CDMA (Wideband CDMA) proposal 
 

 Used for public mobile network providers 
 

o For the unpaired band (using TDD as duplex mechanism) 

 TD-CDMA (Time Division CDMA) proposal is used 
 

 Used for local and indoor communication 
 

Features 

• High quality speech 

• High speed packet access 

• Hand over to GSM/GPRS 

• Multimedia messaging service 

• Multimedia telephony for IMS 

• IP-based multimedia core network subsystem 

• Operation in other frequency bands 

• Multimedia broadcast multicast service 

• Wireless LAN inter-working 

• Network selection 
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Functionalities 

• Transfer of user data 

• Radio channel ciphering and

• Services related to broadcast and multicast

• CBS status reporting 

• Data volume reporting 

• Admission control 

• Congestion control 

• System information broadcasting

• Paging support 

• Positioning 

Advantages 

• Gives significantly enhanced capacities to

Dissimilarities from 2G mobile system

• Higher speech quality 

• Higher data rates 

• Virtual home environments

 UMTS System Architecture
 

Radio channel ciphering and deciphering 

Services related to broadcast and multicast services 

broadcasting 

Gives significantly enhanced capacities to operators 

Dissimilarities from 2G mobile system 

environments 

UMTS System Architecture 
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Components 

• User Equipment (UE) 

o Terminal device used by the end users (cell phone). 

• UTRA network (UTRAN) 

o Handles cell level mobility 

o Comprises several radio network subsystems (RNS) 

o RNS functions 

 Radio channel ciphering 

 Deciphering 

 Handover control 

 Radio resource management 

o Connected to UE through Uu interface 

o Equivalent to BSS in GSM 

• Core Network(CN) 

o Connected to UTRAN through Iu interface 

o Equivalent to NSS in GSM 

o CN functions 

 Inter-system handover 

 Gateways to other networks 

 Performs location management 

Domains and Interfaces 
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• User equipment domain 

o USIM Domain 

 Contains the SIM for UMTS 
 

 Contains a microprocessor for enhanced program execution 
 

 Performs functions for 
 

• encryption 

• authentication of users 

• stores all the user-related data 

o Mobile Equipment Domain 

 End device 
 

 Contains functions for 
 

 Radio transmission 
 

 User interfaces 
 

• Infrastructure domain 

o Access Network Domain 

 Contains the radio access networks (RAN) 
 

o Core Network Domain 

 Serving Network Domain 
 

 Comprises all functions currently used by a user for accessing UMTS services 
 

 Home Network Domain 
 

 Functions related to the home network of a user 
 

 Transit Network Domain 
 

 May be necessary if the serving network cannot directly contact the home 

network 
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 UMTS HANDOVER 
 

Handover means transfer of user connection from one radio channel to other. 
 

Types of handover 
 

• Hard Handover    

o Hard handover means that all the old radio links in the UE are removed before the 

new radio links are established. 

o Hard handover can be seamless or non-seamless. 

o Seamless hard handover means that the handover is not perceptible to the user. 

o A handover that requires a change of the carrier frequency (inter-frequency 

handover) is always performed as hard handover. 

Soft Handover 
 

• Soft handover means that the radio links are added and removed in a way that the UE 

always keeps at least one radio link to the UTRAN. 

• Soft handover is performed by means of macro diversity, which refers to the condition 

that several radio links are active at the same time. 

• Soft handover can be used when cells operated on the same frequency are changed. 

Softer handover 
 

• Softer handover is a special case of soft handover where the radio links that are added 

and removed belong to the same Node B (i.e. the site of co-located base stations from 

which several sector-cells are served. 

• Macro diversity with maximum ratio combining can be performed in the Node B, 

whereas generally in soft handover on the downlink, macro diversity with selection 

combining is applied. 
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Macro- diversity supporting soft handovers 

 

 
Common types of handovers 

 

• Intra-node B, intra-RNC    

o UE1 moves from one antenna of node B1 to another antenna 

 Type of handover is called softer handover 
 

o In this case node B1 performs combining and splitting of the data streams 
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• Inter-node B, intra-RNC    

o UE2 moves from node B1 to node B2 

o In this case RNC1 supports the soft handover by combining and splitting data 

• Inter-RNC    

o When UE3 moves from node B2 to node B3 two different types of handover can 

take place 

o The internal inter-RNC handover is not visible for the CN 

o RNC1 can act as SRNC, RNC2 will be the DRNC 

o CN will communicate via the same interface IU all the time 

 As soon as a relocation of the interface IU takes place (relocation of the 

controlling RNC), the handover is called an external inter-RNC handover. 

o Communication is still handled by the same MSC1, but the external handover is 

now a hard handover 

• Inter-MSC    

o It could be also the case that MSC2 takes over and performs ahard handover of the 

connection. 

• Inter-system    

o UE4 moves from a 3G UMTS network into a 2G GSM network. 

This hard handover is important for real life usability of the system due to the limited 

3G coverage in the beginning. 

 UMTS SECURITY The 

UMTS Standard 

• Third generation (3G) mobile phones are characterised by higher rates of data 

transmission and a richer range of services 

• Universal Mobile Telecommunications System (UMTS) is one of the new 3G systems 

• The UMTS standards work started in ETSI but was transferred to a partnership of 

regional standards bodies known as 3GPP in 1998 
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o the GSM standards were also moved to 3GPP at a later date 

• UMTS introduces a new radio technology into the access network 

o Wideband Code Division Multiple Access (W-CDMA) 

• An important characteristic of UMTS is that the new radio access network is 

connected to an evolution of the GSM core network 

Principles of UMTS Security 
 

• Build on the security of GSM 

o adopt the security features from GSM that have proved to be needed and that are 

robust 

o try to ensure compatibility with GSM to ease inter-working and handover 

• Correct the problems with GSM by addressing security weaknesses 

• Add new security features 

o to secure new services offered by UMTS 

o to address changes in network architecture 

UMTS Network Architecture 
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GSM Security Features to Retain and Enhance in UMTS 
 

• Authentication of the user to the network 

• Encryption of user traffic and signalling data over the radio link 

o new algorithm – open design and publication 

o encryption terminates at the radio network controller (RNC) 

 further back in network compared with GSM 
 

o longer key length (128-bit) 

• User identity confidentiality over the radio access link 

o same mechanism as GSM 

New Security Features for UMTS 

• Mutual authentication and key agreement 

o extension of user authentication mechanism 

o provides enhanced protection against false base station attacks by allowing the 

mobile to authenticate the network 

• Integrity protection of critical signalling between mobile and radio network controller 

o provides enhanced protection against false base station attacks by allowing the 

mobile to check the authenticity of certain signalling messages 

o extends the influence of user authentication when encryption is not applied by 

allowing the network to check the authenticity of certain signalling messages. 

UMTS Authentication: Protocol Objectives 

• Provides authentication of user (USIM) to network and network to user 

• Establishes a cipher key and integrity key 

• Assures user that cipher/integrity keys were not used before 

• Inter-system roaming and handover 

o compatible with GSM: similar protocol 
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o compatible with other 3G systems due to the fact that the other main 3G standards 

body (3GPP2) has adopted the same authentication protocol 

UMTS Mutual Authentication Algorithm 

• Located in the customer’s USIM and in the home network’s AuC 

• Standardisation not required and each operator can choose their own 

• An example algorithm, called MILENAGE, has been made available 

o open design and evaluation by ETSI’s algorithm design group, SAGE 

o open publication of specifications and evaluation reports 

o based on Rijndael which was later selected as the AES 

UMTS Encryption Principles 
 

• Data on the radio path is encrypted between the Mobile Equipment (ME) and the 

Radio Network Controller (RNC) 

o protects user traffic and sensitive signalling data against eavesdropping 

o extends the influence of authentication to the entire duration of the call 

• Uses the 128-bit encryption key (CK) derived during authentication 

UMTS Encryption Mechanism 
 

• Encryption applied at MAC or RLC layer of the UMTS radio protocol stack  

depending on the transmission mode 

o MAC = Medium Access Control 

o RLC = Radio Link Control 

• Stream cipher used, UMTS Encryption Algorithm (UEA) 

• UEA generates the keystream as a function of the cipher key, the bearer identity, the 

direction of the transmission and the ‘frame number’ - so the cipher is re-synchronised 

to every MAC/RLC frame 

• The frame number is very large so keystream repeat is not an issue 
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UMTS Encryption Algorithm 

• One standardised algorithm: UEA1 

o located in the customer’s phone (not the USIM) and in every radio network 

controller 

o standardised so that mobiles and radio network controllers can interoperate 

globally 

o based on a mode of operation of a block cipher called KASUMI 

UMTS Integrity Protection Principles 

• Protection of some radio interface signalling 

• protects against unauthorised modification, insertion and replay of messages 

• applies to security mode establishment and other critical signalling procedures 

• Helps extend the influence of authentication when encryption is not applied 

• Uses the 128-bit integrity key (IK) derived during authentication 

• Integrity applied at the Radio Resource Control (RRC) layer of the UMTS radio 

protocol stack 

• signalling traffic only 

UMTS Integrity Protection Algorithm 

• One standardised algorithm: UIA1 

o located in the customer’s phone (not the USIM) and in every radio network 

controller 

o standardised so that mobiles and radio network controllers can interoperate 

globally 

o based on a mode of operation of a block cipher called KASUMI 

UMTS Encryption and Integrity Algorithms 

• Two modes of operation of KASUMI 

o stream cipher for encryption 

o Message Authentication Code (MAC) algorithm for integrity protection 

• Open design and evaluation by ETSI SAGE 
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